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23. GOALALERT: A novel real-time technical team alert approach using machine learning on an IoT-  based system in sportsKarakaya A., ULU A., Akleylek S.MICROPROCESSORS AND MICROSYSTEMS, vol.93, 2022 (SCI-Expanded)24. Lattice-based cryptosystems for the security of resource-constrained IoT devices in post-quantum world: a surveySeyhan K., Nguyen T. N., Akleylek S., CENGİZ K.CLUSTER COMPUTING-THE JOURNAL OF NETWORKS SOFTWARE TOOLS AND APPLICATIONS, vol.25, no.3,pp.1729-1748, 2022 (SCI-Expanded)25. A new lattice-based authentication scheme for IoTAkleylek S., Soysald M.JOURNAL OF INFORMATION SECURITY AND APPLICATIONS, vol.64, 2022 (SCI-Expanded)26. Quantum Secure Communication Between Service Provider and SimKaracan E., Karakaya A., Akleylek S.IEEE ACCESS, vol.10, pp.69135-69146, 2022 (SCI-Expanded)27. Module learning with rounding based key agreement scheme with modified reconciliation Akleylek S., Seyhan K.COMPUTER STANDARDS & INTERFACES, vol.79, 2022 (SCI-Expanded)28. LinRegDroid: Detection of Android Malware Using Multiple Linear Regression Models-BasedClassifiersŞahin D. Ö., Akleylek S., Kılıç E.IEEE ACCESS, vol.10, pp.14246-14259, 2022 (SCI-Expanded)29. Permission-based Android malware analysis by using dimension reduction with PCA and LDAŞahin D. Ö., Kural O. E., Akleylek S., Kılıç E.JOURNAL OF INFORMATION SECURITY AND APPLICATIONS, vol.63, 2021 (SCI-Expanded)30. Efficient Nyberg-Rueppel type of NTRU digital signature algorithm Elverdi F., Akleylek S., Kırlar B. B.TURKISH JOURNAL OF MATHEMATICS, no.1, pp.59-70, 2021 (SCI-Expanded)31. A NOVEL NIEDERREITER-LIKE CRYPTOSYSTEM BASED ON THE (u vertical bar u plus v)-CONSTRUCTION CODESMahdjoubi R., Cayrel P. L., Akleylek S., Kenza G.RAIRO-THEORETICAL INFORMATICS AND APPLICATIONS, vol.55, 2021 (SCI-Expanded)32. Efficient Implementations of Sieving and Enumeration Algorithms for Lattice-Based Cryptography SATILMIŞ H., Akleylek S., Lee C.MATHEMATICS, vol.9, no.14, 2021 (SCI-Expanded)33. Bi-GISIS KE: Modified key exchange protocol with reusable keys for IoT security Seyhan K., Tu N Nguyen T. N. N., Akleylek S., CENGİZ K., Islam S. K. H.JOURNAL OF INFORMATION SECURITY AND APPLICATIONS, vol.58, 2021 (SCI-Expanded)34. Novel Postquantum MQ-Based Signature Scheme for Internet of Things With Parallel Implementation Akleylek S., Soysaldı Şahin M., Lee W., Hwang S. O., Wong D. C.IEEE INTERNET OF THINGS JOURNAL, vol.8, no.8, pp.6983-6994, 2021 (SCI-Expanded)35. Parallel implementation of Nussbaumer algorithm and number theoretic transform on a GPU  platform: application to  qTESLA Lee W., Akleylek S., Wong D. C., Yap W., Goi B., Hwang S.JOURNAL OF SUPERCOMPUTING, vol.77, no.4, pp.3289-3314, 2021 (SCI-Expanded)36. A novel IoT-based health and tactical analysis model with fog computing Karakaya A., Akleylek S.PEERJ COMPUTER SCIENCE, vol.7, pp.1-34, 2021 (SCI-Expanded)37. MaTRU-KE revisited: CCA2-secure key establishment protocol based on MaTRUAkleylek S., Çevi̇k N.International Journal of Communication Systems, vol.33, no.7, 2020 (SCI-Expanded)



38. On the automorphisms and isomorphisms of MDS matrices and their efficient implementations Sakalli M. T., Akleylek S., AKKANAT K., Rijmen V.TURKISH JOURNAL OF ELECTRICAL ENGINEERING AND COMPUTER SCIENCES, vol.28, no.1, pp.275-287, 2020(SCI-Expanded)39. A Probably Secure Bi-GISIS Based Modified AKE Scheme With Reusable KeysAkleylek S., Seyhan K.IEEE ACCESS, vol.8, pp.26210-26222, 2020 (SCI-Expanded)40. A new matrix form to  generate all 3 x 3 involutory MDS matrices over F-2(m)   Guzel G. G., SAKALLI M. T., Akleylek S., Rijmen V., ÇENGELLENMİŞ Y.INFORMATION PROCESSING LETTERS, vol.147, pp.61-68, 2019 (SCI-Expanded)41. A Novel Method for Polar Form of Any Degree of Multivariate Polynomials with Applications in IoT Akleylek S., Soysaldı Şahin M., Boubiche D. E., Toral-Cruz H.SENSORS, vol.19, no.4, 2019 (SCI-Expanded)42. A novel 3-pass identification scheme and signature scheme based on multivariate quadratic polynomialsAkleylek S., Soysaldı Şahin M.TURKISH JOURNAL OF MATHEMATICS, vol.43, no.1, pp.241-257, 2019 (SCI-Expanded)43. Generalisation of Hadamard matrix to  generate involutory MDS matrices for lightweight    cryptographyKURT PEHLİVANOĞLU M., SAKALLI M. T., Akleylek S., DURU N., Rijmen V.IET INFORMATION SECURITY, vol.12, no.4, pp.348-355, 2018 (SCI-Expanded)44. A Modified Parallel Learning Vector Quantization Algorithm for Real-Time Hardware ApplicationsAlkim E., Akleylek S., Kılıç E.JOURNAL OF CIRCUITS SYSTEMS AND COMPUTERS, vol.26, no.10, 2017 (SCI-Expanded)45. Efficient methods to  generate cryptographically significant binary diffusion layers  Akleylek S., Rijmen V., SAKALLI M. T., ÖZTÜRK E.IET INFORMATION SECURITY, vol.11, no.4, pp.177-187, 2017 (SCI-Expanded)46. Generating binary diffusion layers with maximum/high branch numbers and low search complexity  Akleylek S., SAKALLI M. T., ÖZTÜRK E., Mesut A. S., Tuncay G.SECURITY AND COMMUNICATION NETWORKS, vol.9, no.16, pp.3558-3569, 2016 (SCI-Expanded)47. Sparse polynomial multiplication for lattice-based cryptography with small complexity Akleylek S., Alkim E., Tok Z. Y.JOURNAL OF SUPERCOMPUTING, vol.72, no.2, pp.438-450, 2016 (SCI-Expanded)48. New methods for public key cryptosystems based on XTRAkleylek S., KIRLAR B. B.SECURITY AND COMMUNICATION NETWORKS, vol.8, no.18, pp.3682-3689, 2015 (SCI-Expanded)49. On the arithmetic operations over finite fields of characteristic three with low complexity    Akleylek S., ÖZBUDAK F., Ozel C.JOURNAL OF COMPUTATIONAL AND APPLIED MATHEMATICS, vol.259, pp.546-554, 2014 (SCI-Expanded)50. On the Construction of 20 x 20 and 24 x 24 Binary Matrices with Good Implementation Propertiesfor Lightweight Block Ciphers and Hash FunctionsSAKALLI M. T., Akleylek S., ASLAN B., BULUŞ E., Sakalli F. B.MATHEMATICAL PROBLEMS IN ENGINEERING, vol.2014, 2014 (SCI-Expanded)51. Efficient interleaved Montgomery modular multiplication for lattice-based cryptography  Akleylek S., Tok Z. Y.IEICE ELECTRONICS EXPRESS, vol.11, no.22, 2014 (SCI-Expanded)52. A New Representation of Elements of Binary Fields with Subquadratic Space ComplexityMultiplication of PolynomialsÖZBUDAK F., Akleylek S., CENK M.IEICE TRANSACTIONS ON FUNDAMENTALS OF ELECTRONICS COMMUNICATIONS AND COMPUTER SCIENCES,vol.E96A, no.10, pp.2016-2024, 2013 (SCI-Expanded)



53. On the generalisation of special moduli for faster interleaved montgomery modular multiplication   Akleylek S., CENK M., ÖZBUDAK F.IET INFORMATION SECURITY, vol.7, no.3, pp.165-171, 2013 (SCI-Expanded)54. On the Polynomial Multiplication in Chebyshev Form Akleylek S., Cenk M., ÖZBUDAK F.IEEE TRANSACTIONS ON COMPUTERS, vol.61, no.4, pp.584-587, 2012 (SCI-Expanded)55. Modified Redundant Representation for Designing Arithmetic Circuits with Small ComplexityAkleylek S., ÖZBUDAK F.IEEE TRANSACTIONS ON COMPUTERS, vol.61, no.3, pp.427-432, 2012 (SCI-Expanded)
Articles Published in Other Journals1. PrefaceAkleylek S., Koç Ç. K.Handbook of Formal Analysis and Verification in Cryptography, 2023 (Scopus)2. Bulut Bilişim Güvenliği İçin Kullanılan Makine Öğrenimi Yöntemleri Üzerine Bir Derleme YAZAR B. K., AKLEYLEK S., KILIÇ E.Düzce Üniversitesi Bilim ve Teknoloji Dergisi, vol.10, no.2, pp.893-913, 2022 (Peer-Reviewed Journal)3. Proceedings of FAVPQC 2022Escobar S., Otmani A., Akleylek S., Ogata K.CEUR Workshop Proceedings, vol.3280, 2022 (Scopus)4. On the Effect of k Values and Distance Metrics in KNN Algorithm for Android Malware Detection ŞAHİN D. Ö., AKLEYLEK S., KILIÇ E.Advances in Data Science and Adaptive Analysis, 2021 (Peer-Reviewed Journal)5. A Review of Machine Learning and Deep Learning Models Used for IoT SecuritySATILMIŞ H., AKLEYLEK S.Bilişim Teknolojileri Dergisi, vol.14, no.4, pp.457-481, 2021 (Peer-Reviewed Journal)6. A Review on Deep Learning Based Intrusion Detection Systems for Ensuring Security of ControllerArea NetworkAKŞEHİR Z. D., AKLEYLEK S.Avrupa Bilim ve Teknoloji Dergisi, vol.0, no.27, pp.1038-1049, 2021 (Peer-Reviewed Journal)7. KAPALI MEKAN KONUMLANDIRMA ÜZERİNE BİR ÇALIŞMAAKLEYLEK S., KILIÇ E., SÖYLEMEZ B., ARUK E., ÇAVUŞ YILDIRIM A.Mühendislik Bilimleri ve Tasarım Dergisi, vol.8, no.5, pp.90-105, 2020 (Peer-Reviewed Journal)8. NESNELERİN İNTERNETİ TABANLI SAĞLIK İZLEME SİSTEMLERİ ÜZERİNE BİR ÇALIŞMAAKLEYLEK S., KILIÇ E., SÖYLEMEZ B., ARUK E., AKSAÇ C.Mühendislik Bilimleri ve Tasarım Dergisi, vol.8, no.5, pp.80-89, 2020 (Peer-Reviewed Journal)9. Parola Tabanlı SIMSec ProtokolüAKLEYLEK S., KARACAN E.Dicle Üniversitesi Mühendislik Fakültesi Mühendislik Dergisi, vol.11, no.3, pp.1021-1030, 2020 (Peer-ReviewedJournal)10. On the Analysis of Components of Reconciliation Mechanisms in Lattice-Based KeyExchange/Encapsulation ProtocolsAKLEYLEK S., SEYHAN K.Bilgisayar Bilimleri ve Mühendisliği Dergisi, vol.13, no.1, pp.43-56, 2020 (Peer-Reviewed Journal)11. JAVA LIBRARY FOR LATTICE-BASED IDENTIFICATION SCHEMESMURZAEVA A., SOYSALDI M., AKLEYLEK S.Journal of Modern Technology and Engineering, vol.5, no.1, pp.5-17, 2020 (Peer-Reviewed Journal)12. Efficient GeMSS Based Ring Signature SchemeDEMİRCİOĞLU M., AKLEYLEK S., CENK M.



Malaysian Journal of Computing and Applied Mathematics, vol.3, no.2, 2020 (Peer-Reviewed Journal)13. New Signature Algorithm Based on Concatenated Rank CodesMahdjoubi R., AKLEYLEK S., Kenza G.Malaysian Journal of Computing and Applied Mathematics, vol.2, no.2, pp.25-31, 2019 (Peer-Reviewed Journal)14. İş Sağlığı ve Güvenliği Sektöründe Bayes Ağları UygulamasıAKŞEHİR Z. D., PEKEL E., oruç y., AKLEYLEK S., KILIÇ E.Bilgisayar Bilimleri ve Mühendisliği Dergisi, vol.12, no.1, pp.47-59, 2019 (Peer-Reviewed Journal)15. A Survey on Security Threats and Solutions in the Age of IoT  ATAÇ C., AKLEYLEK S.Avrupa Bilim ve Teknoloji Dergisi, vol.0, no.15, pp.36-42, 2019 (Peer-Reviewed Journal)16. IoT Çağında Güvenlik Tehditleri ve Çözümleri Üzerine Bir AraştırmaAtaç C., AKLEYLEK S.Avrupa Bilim ve Teknoloji Dergisi, vol.15, pp.36-42, 2019 (Peer-Reviewed Journal)17. E-Kitap Ödünç Alma Yönetim Sistemi İçin Yeni ModelKARAKAYA A., AKLEYLEK S., ERZURUMLU K., KILIÇ E.ACADEMIC PLATFORM-JOURNAL OF ENGINEERING AND SCIENCE, vol.6, no.3, pp.49-57, 2018 (Peer-ReviewedJournal)18. ÜÇ TERİMLİ POLİNOMLAR İÇİN KARATSUBA BENZERİ ÇARPMA YÖNTEMLERİNİN ARAŞTIRILMASIAKLEYLEK S., Kaya N.ULUSLARARASI BİLGİ GÜVENLİĞİ MÜHENDİSLİĞİ DERGİSİ, vol.3, no.2, pp.22-32, 2017 (Peer-Reviewed Journal)19. qTESLA: Efficient and Post-Quantum Secure Lattice-Based Signature SchemeBindel N., AKLEYLEK S., ALKIM E., Barreto P., Buchmann J., Eaton E., Gutoski G., Juliane K., Longa P., Polat H., et al.NIST Post-Quantum Standardization Project, 2017 (Non Peer-Reviewed Journal)20. A New Short Signature Scheme with Random Oracle from Bilinear Pairings AKLEYLEK S., KIRLAR B. B., Sever Ö., Yüce Z.Journal of Telecommunications and Information Technology, vol.5, no.1, pp.5-11, 2011 (Peer-Reviewed Journal)21. Open Source UTM Alternative  ClearOSAKLEYLEK S., EMMUNGİL L., NURIYEV U.Proceeding of the third International Conference “Problems of Cybernetics and Informatics, PCI’ 2010, vol.1,pp.211-212, 2010 (Peer-Reviewed Journal)22. Security Analysis and Proposed Solutions About Wireless Campus Networks of Universities in TürkiyeEMMUNGİL L., AKLEYLEK S., NURIYEV U.Proceeding of the 3-th International conference on Information Technologies and Telecommunication (IT T C2007), pp.38-44, 2007 (Peer-Reviewed Journal)23. A note on Knapsack CryptosystemsAKLEYLEK S., EMMUNGİL L., NURIYEV U.Proceeding of the International scientific conference “Information Technologies and Telecommunications inEducation and Science” (IT T ES’2007), pp.152-153, 2007 (Peer-Reviewed Journal)24. A modified algorithm for peer-to-peer securityAkleylek S., Emmungil L., Nuriyev U.Applied and Computational Mathematics, vol.7, no.1, pp.1-14, 2007 (Peer-Reviewed Journal)25. Securty of online LearningNURIYEV U., ÖZARSLAN S., AKLEYLEK S.Proceeding o the fInternational scientific conference “Information Technologies and Telecommunications inEducation and Science” (IT T ES’2005), pp.194-196, 2005 (Peer-Reviewed Journal)
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